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ABSTRACT

Critical infrastructures provide services that are essential to the functioning and well-being of 
society.Failuretoprovidetheseservicesisunacceptable.Thisisaproblemwhenconsideringthe 
unpredictablenatureoftheenvironment(leadingtocrisis,naturaldisasters,terroristattacks)and 
internalfailures.Theconcernisevengreaterduetotheinterconnectedandinterdependentnatureof
criticalinfrastructures,whichmightleadtofailurepropagation,causingdominoandcascadeeffect
s. Theresilienceofasystemistheabilitytoreducethemagnitudeand/
ordurationofdisruptiveevents 
ortheirconsequences,allowingasatisfactorylevelofperformanceandqualityofservices.Improvi
ngcritical infrastructures’resiliencebeforeanydisruptionoccurscanreassuresociety’svitalnee
ds.Thegoalofthepaperistodefineanimproveddecisionsupportmethodforresiliencebycombin
ing resilienceassessmentandmulti-viewpointmodelingmethods.
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1. INTRoDUCTIoN

Themutualexchangeofservicesofvariousinterconnectedandinterdependentcriticalinfrastructures
, suchashealthcare,energy,transport,manufacturing,financial,etc.,isessentialtothefunctioning 
andwell-beingofmodernsociety(Maier,2009;Mattsson&Jenelius,2015).Theseservicesmust 
bemaintainedtoasatisfactorylevelevenunderthreatsanddisruptiveevents.Thelatterbecomes 
significantlymoredifficultwhenconsideringtheinterconnectednatureofcriticalinfrastructures. 
Failuretoprovideservicescanleadtodominoandcascadeeffectthatimpactsonotherinfrastructure
s relatedtotheinitiallyaffectedone(Ouyangetal.,2012).Interconnectedsystemsarethereforeby 
definitionlessresilienttodisruptions(Johanson,2010).Thisthesisisconfirmed,forinstance,bythe 
largestblackoutinhistorythataffectedmorethan600millionpeopleinIndiainJuly2012.Through





acascadeeffect,severalothersystems(transport,telecommunications,finance)alsofailed(Laiet
al.,2013;Romero,2012).Otherexamplesare thegrowingnumberofhurricanessuchasSandy,
Isabel,HarveyandIrma,thatprovokednotonlyhumanandmaterialdamagebutalsoeconomicand
production/servicecapacityfailures(Salehetal.,2017).

Thenotionofresilienceishere-definedas“thecapacityofasystem(s)torecover,inaminimum
time,withminimumcosts(financial,human,workload,etc.)acertainfunctioningcapacityonall
dimensionsofitsperformances”.Notethatresilienceisrelatedtofunctioningandcanbeassessed
byanalyzingthefunctioningofsystemsduringthefollowingsituations:(a)beforeadisruptiveevent,
(b)duringadisruptiveeventand(c)afteradisruptiveevent.Improvingsystemsresiliencebeforeany
disruptionoccurscanreassuresociety’svitalneeds.

Currentresilienceassessmentapproachesareorientedtowardsindividualsystems(Pursiainen,
2018),whethertheybefinancial,healthcareortransportsystems.Theseapproachesaretherefore
inflexible(difficulttoadapttootherdomains),withfixedcriteria,mainlyperformance(othercriteria
thatmightbeimportantintheassessmentofresilienceareoverlooked)andnotapplicableinthe
contextofinterconnectedsystems.Thisproblemisaddressedbymethodsspecificallydesignedfor
interconnectedsystems.ForinstanceKamissokoetal.(2018)introduceamethodfor“continuousand
multidimensionalassessmentofresiliencebasedonfunctionalityanalysisforinterconnectedsystems”.
Thismethodprovidesthemeanstodefinefunctionalanalysisofinterconnectedsystems,thatislinked
tosomeaspectsofresilience.Thefunctionalanalysisisfurtherusedtoassessresilience,basedon
severalcriteria.Theproposedgenericcriteriaareeasilyextendableandadaptabledependingonthe
contextandneeds.Theoriginalityofthemethodisdefinedbytheauthorsas:(1)thecombination
offunctional-analysisandcontinuousresilienceassessmentfollowingseveraldimensionsofcritical
infrastructures, (2) theflexibilityofcriteriametricsforeasyadaptation indifferentcontextsand
(3)thepossibilitytoaggregatetheresultsofseveralfunctionality-analysismodelswithcontinuous
assessmentoftheresilienceofinterconnectedsystems.Thelimitofthisproposal,however,isinthe
modelingof interconnectedsystemsandfunctionalanalysis.Severalcoreconceptsrelated to the
modelingofcomplexsystems(ISO/IEC15288,2008)areoverlooked(e.g.,physicalandcontextual
modeling,influenceanddependencymodeling,behavioralandfunctionalarchitecture,etc.).Indeed,
animprovedmodeling(1)easesengineers’designandanalysiswork,(2)providestostakeholdersa
betterunderstandingofsystems,and(3)helpsstakeholderstomakedecisionswithconfidenceand
toargumentdecisionsbasedonboth,modelsandanalyses.

The design and engineering of complex systems is the main topic of interest of the multi-
disciplinaryandcollaborativemethodSystemsEngineering(SE)(BKCASEEditorialBoard,2017).
SEpromotesmodelingprinciplesknownasModel-BasedSystemsEngineering(MBSE)(INCOSE,
2008).MBSEisdefinedas“theformalizedapplicationofmodelingtosupportsystemrequirements,
design,analysis,verificationandvalidationactivitiesbeginningintheconceptualdesignphaseand
continuingthroughoutdevelopmentandlaterlifecyclephases”(INCOSE,2007).TheMBSEmodeling
principlesareapplicableandadaptableinthecontextofmodelinginterconnectedandinterdependent
criticalinfrastructuresforresilienceassessmentquotedaboveanddefinedin(Kamissokoetal.,2018).
Thebenefitsofsuchadaptationaretwofoldandmutual.Ontheonehand,havingastandardized
modelingmethodologyISO/IEC15288(ISO/IEC15288,2008)todesignsomeaspectsofamodel
forresilienceassessment.Ontheotherhand,theresilienceassessmentmethodologymightcomplete
theverificationandvalidationactivitiesnativelypromotedbytheMBSEsuchasforinstancebut
not limited to, resilience-related requirementverification, but also, safety, quality, sustainability,
flexibility-relatedrequirementverification.Indeed,theresilienceofsystemsimpactsonseveralnon-
functionalproperties,i.e.,“-ilities”(Wecketal.,2012).

ThisarticlerevisitstheKamissokoetal.,(2018)method(Kamissokoetal.,2018)forcontinuous
andmultidimensionalassessmentofresiliencebasedonfunctionalityanalysisfor interconnected
systems.Thegoalistodefineanimproveddecisionsupportmethodforresiliencecombiningthe
benefitsoftheinitialapproachforcontinuousresilienceassessmentandthebasicprinciplesofthe





MBSEformodelinginterconnectedandcomplexsystemsbasedonmultipleviews.Theresultisin 
theformofamulti-
viewpointmodelingandresilienceassessmentplatform.Theplatformisbasedon 
8views:Territory,Systems,Physical,Organic,Functional,Logical,CriteriaDescriptionandCriteria 
Evolution.Thefirstsixviewsareusedtoimprovescalabilityoftheinitialmethodforthedesignof 
complexsystemsbyapplyingtheMBSEprinciples.Thelasttwoviews(CriteriaDescriptionand 
Evolution)areusedtoreassuretheintegrationofinitialapproachforcontinuousresilienceassessment.

Thearticleisorganizedasfollows:Thenextsectionreviewstheliteratureonthedefinitionof 
resilience,resilienceassessmentandsystemsengineering.Thecontributionispresentedandillustrated 
byasimplecasestudyinthethirdsection,beforeconcludinginthelastsectionbyanevaluationof 
thelimitsandperspectivesoftheresearchwork.

2. LITeRATURe ReVIew

ThetermresiliencecomesfromtheLatinword“Resiliere”meaning“bounceback”(Lenortetal.,
2014).Theinitialandcommonlyacceptedmeaningofthistermcomesfromthedomainofmetallurgy
anddescribestheabilityofapieceofmetaltoreturntoitsinitialshapeafterathermicorphysical
deformation(Anaut,2005).Currently,thereisn’tanyconsensusandthetermslightlyvariesfrom
onedefinitiontoanother(Hosseinietal.,2016).Ingeneral,theconceptofresilienceisrelatedto
threecommonconcepts:(1)asystem,(2)itsperformance(i.e.,theabilityofasystemtofulfillits
missions)and(3)adisruptiveevent.Thecorrelationbetweenthedefinitionscanbesummarizedinto
afunctionthatindicatestheacceptableperformanceandqualityofservicebefore,duringandaftera
disruptiveevent.Lookingforaconsensualposition,thefollowingdefinitionisproposed:“theability
ofasystem[oranetworkofsystems]toreducethemagnitudeand/ordurationofdisruptiveevents
ortheirconsequencesallowingaquickreturntoasatisfactorylevelofperformanceandqualityof
service”.Asatisfactorylevelofperformanceandqualityofserviceisdefinedbythestakeholders
involvedintheoperationandorganizationofthesystem.Resilienceincludesmeasurestoprepare
for,prevent,absorb,adapt(respondto)andrecoverquicklyfromforeseeablerisks;andcapabilities
tomanageunforeseenpotentiallydisruptiveevent”.

Withinthecontextofinterconnectedandinterdependentsystems,itisimportanttoconsiderthe
dependenciestoothersystemsortotheirenvironmentanditsconstraints.Accordingto(Kamissoko,
2013),adependencyisacirculationofflow(materialorimmaterial-information)betweensystemsand
theircomponents(i.e.,anexchangeofservicesandinformationbetweensystems).Theterminfluence
isusedinsituationswherethereisnoflowcirculation.Consideringtheexchangeofservicesasaset
ofrequiredservices(sothatasystemcanfunction)andasetofprovidedservices(theresultofthe
functioningofasystem),notethat,whenevertheperformanceofonesystemdecreases,allsystems
thataredependentonthissystemcanbedirectlyimpacted.Dependencycyclesarealsopossible
andtheperformanceofthesystemisthenlikelytodecreasefurther,impactingothersystemsand
consequentlyformingadominoeffectthateventuallyreachesallsystemsaswellastheenvironment
theybelongto(Kamissokoetal.,2018).Resilienceisakeypropertythatcanhelppreventdomino
andcascadeeffectsituationsfromhappening.Stakeholdersmustthereforefirstbeabletodetermine
theresiliencelevelofsystemsandthenmaketherightdecisionstoimproveit.Forthispurpose,
resilienceassessmentmethodsareneeded.

Thereare twomainapproachestoassess theresilienceofasystem:thequantitativeandthe
qualitativeapproach(Hosseinietal.,2016).Thequantitativeapproachisbasedonformalandnumerical
methodstoprovidequantitativeend-value.Thequalitativeapproachreliesonmoreabstractmethods
toprovidequalitativeend-results.Aclassificationofresilienceassessmentmethodsisproposedby
(Hosseinietal.,2016).

Resilienceassessment throughbigdata analysis consistsof extracting real-time information
fromdifferentsourcesandinprocessingtheinformationtodetermineresilience.Forinstance,during
HurricaneSandy,over20milliontweetswereposted(Barkeretal.,2017),embeddinginformation



thatcouldbeextractedandexploited.Resilienceisassessedbymeansofdatamonitoring(Garcia
etal.,2012),datavisualisation(Capitole.Khanetal.,2013),datamining(Chan&Wong,2007),
statisticalmodels(Campbell-Sillsetal.,2006),machinelearning(Zhangetal.,2018),naturallanguage
andcrowdsourcing(Mejrietal.,2017).Dataanalyticsarehencecenteredaroundthreeperspectives:
descriptive,predictiveandprescriptive(Barkeretal.,2017).

Resilienceassessmentthroughexpertiseinvolveshumanresources.Expertsdeterminedifferent
criteriaandalternativestoquantifythesituationandassesseachdecisionforeachcriterionbased
mainly on a standardized methodology (Taysom & Crilly, 2017). For instance, the 3S indicator
validationmethodologyhelpsidentifycriteria(Cloquell-Ballesteretal.,2006).Deskandinternal
review validation identify criteria under some conditions of operationality, value relevance,
reliability,measurability,non-redundancy,decomposability,preferentialindependence,intelligibility,
comprehensiveness,completeness,anddataavailability.Multiple-sourcestudiesallowtheimpact
ofdecisionsoncriteriaassessmenttobeevaluated(Rothetal.,2009).In(Cutteretal.,2008),this
approachisusedtoassesscommunityresilienceinitsecological,social,economic,institutionaland
infrastructuredimensions.

Resilienceassessmentthroughsimulationisbasedonafunctionalmodelofsystemsbyplotting
andanalyzingtheevolutionofdifferentcriteria(e.g.,aperformance,safetyorsecuritycurve)in
varioussituations(i.e.,before,duringandafteradisruption).Resilienceisassessedbycomparing
thestateofthesystemaccordingtoaspecificcriterionbeforeandafteradisruption(Hosseiniet
al.,2016).Examplesofsuchapproachesareintroducedin().However,theseapproachesaremainly
oriented for a single system, narrowing their criteria metrics, limiting flexibility and adaptation
toothercontexts,andoverlookingtheinterconnectednatureofsystems(Kamissokoetal.,2018).
Forexample, theyprovideanassessmentbasedona singlecriterion (i.e.,mainlyperformance),
tidyingtheresulttooneparticularaspect[40,42].Thiscreatesalackofconsiderationofcriteriafor
allresiliencecapabilities:absorptive,adaptive,restorative[42,43].Amethodforcontinuousand
multidimensionalassessmentofresiliencebasedonfunctionalityanalysisforinterconnectedsystems
is introduced in (Kamissoko et al., 2018).Thismethodprovides themeans todefine functional
analysisof interconnectedsystems, that is linked to severalaspectsof resilience.The functional
analysisisfurtherusedtoassessresilience,basedonseveralcriteria.Theproposedgenericcriteria
areeasilyextendableandadaptabledependingonthecontextandneeds.Thelimit,however,isin
themodelingofinterconnectedsystemsandfunctionalanalysis.Severalcoreconceptsrelatedtothe
modelingofcomplexsystemsareoverlooked(e.g.,physicalandcontextualmodeling,influenceand
dependencymodeling,behavioralandfunctionalarchitecture,etc.).Indeed,animprovedmodeling
easesengineers’designandanalysisworkandprovidestostakeholdersabetterunderstandingof
thesystem,andhelpstomakedecisionswithconfidenceandtoargumentdecisionsbasedonboth,
modelsofasystemandresilienceassessmentresults.

The design and engineering of complex systems is the main topic of interest of the multi-
disciplinaryandcollaborativemethodSystemsEngineering(SE)(BKCASEEditorialBoard,2017).
AccordingtotheLeMoigne’sgeneralsystemtheory(LeMoigne,1999)themodelingofacomplex
system is carriedout through three interdependent aspects: (1) functional, (2) structural and (3)
behavioral.Thefunctionalaspectdescribeswhatthesystemmustdoinitsenvironment,system’s
purpose,missionsandobjectives.Itisusedtorespondtothequestion:“Whatisthesystemfor?The
structuralaspectdefinethestructureofacomplexsystem.Itisusedtorespondtothequestion“What
isthissystemmadeof?Theusedresources?Howisitstructuredtofulfillitsmission(initsevolving
environment)?”.Thebehavioralaspectdescribesthewayacomplexsystemhasto,ormust,behave.
Itrespondstothequestion:“Howdoesasystemevolvesintimefromonestatetoanother?Arethe
conditionssatisfiedsothatasystemreachesacertainstate?

LeMoigne’sgeneralsystemtheory(LeMoigne,1999)pavethewayfortheModel-BasedSystems
Engineering(MBSE)principles(INCOSE,2008)definedas“theformalizedapplicationofmodeling
tosupportsystemrequirements,design,analysis,verificationandvalidationactivitiesbeginningin



theconceptualdesignphaseandcontinuing throughoutdevelopmentand later lifecyclephases” 
(INCOSE,2007).MBSEisstandardizedbytheISO/IEC15288standard(ISO/IEC15288,2008) 
thatrefinestheabovethreemainaspects(functional,structuralandbehavioral)intosixviewpoints: 
1)System,2)Requirements,3)Functional,4)Logical,5)Physicaland6)Organicviewpoint.The 
systemviewpointisusedtodefinethemaincharacteristicsofasystem(i.e.,themission,purpose, 
objectivesandothercharacteristics),thefrontierwiththeenvironment,variousoperationalcontexts
, 
requestedandprovidedservices,inputandoutputflows,interfacesandphysicallinks.Therequirements 
viewpointisusedtodefinerequirements,tounderstandstakeholder’sexpectations,constraintsand 
roles,andtoassistalongthewholedesignprocess.Thefunctionalviewpointdefinesthefunctional 
architectureofasystem.Itisusedtodefinehowasystemachieveitsmissionbytransforminginput 
flowsintooutputflows,i.e.,howdofunctionsaredynamicallyarranged,theirexecutionsequencing 
andhowconditionsforcontrolordata-flowaretakenintoconsiderationtosatisfytherequirements 
baseline.Thelogicalviewpointdefinesthelogicalarchitectureofasystem.Ithighlightsvariations 
ofarrangementsof functionsandsub-functionsfromafunctionalarchitecture,and their internal 
andexternalinterfaces(ISO/IEC15288,2008).Inotherwords,itshowshowfunctionsarelogically 
associated,forinstance,byregroupingtheirinputandoutputflowstooptimizetheirfutureallocation 
tophysicalcomponents.Thephysicalviewpointdefines thephysicalarchitectureofasystem.A 
physical architecture specifies the arrangement of physical elements (physical components and 
interfaces)toprovideadesignsolutionforaproduct,service,orenterprise,thatsatisfiesoneofthe 
proposedlogicalarchitecturesandrespectstherequirements(ISO/IEC15288,2008).Theorganic 
viewpointdefinestheorganicarchitecturethatissimilarandthusoftenconfusedwiththephysical 
architecture.Theorganicarchitecturehighlightstechnicalandconfiguredcomponentsrepresenting 
thefinalproductputinanoperationalcontext.

3. PRoPoSAL FoR IMPRoVeD DeCISIoN SUPPoRT FoR ReSILIeNCe

Thissectionrevisitstheapproachforcontinuousandmultidimensionalassessmentofresiliencebased 
onfunctionalityanalysisforinterconnectedsystemsintroducedin(Kamissokoetal.,2018).Thegoal 
istodefineanimproveddecisionsupportmethodforresiliencecombiningthebenefitsoftheinitial 
approachforcontinuousresilienceassessmentandthebasicprinciplesoftheMBSEformodeling 
interconnectedandcomplexsystemsbasedonmultipleviews.Thissectionisdividedintotwoparts. 
Thefirstpartrevisitsthefunctionalanalysismodel(i.e.,functionalityevaluationmodel)forresilience 
assessmentofinterconnectedsystemsintroducedin(Kamissokoetal.,2018).Theaimistoadaptthe 
principlesoftheMBSEforamulti-viewpointmodelingofcriticalinfrastructures,includingamong 
others,a functionalandbehavioralarchitecturesimilar to theone in the functionalityevaluation 
model.Thesecondpartrevisitstheresilienceassessmentformulasintroducedin(Kamissokoetal., 
2018).Thegoalistorelatethemodelingactivitieswiththeassessmentactivities.Asimplecasestudy 
illustratesthenewmulti-viewpointmodelingandtheassessmentapproach.

3.1 Modeling Interconnected Systems
Thefunctionalityevaluationconceptualmodel(seeFigure1)isbasedonfivemainconcepts:Territory, 
System,Component,CriterionandFunction.Componentisapartofthesystem.Thecriteriaassigned 
toaComponentcharacterisetheComponentatalowlevelanddependonitstypeandfunctions 
withintheTerritory.ThecriteriaofseveralComponentsareaggregatedatahigherleveltoassess 
thoseoftheSystem.Systemisacriticalinfrastructurethatoperatesintheterritoryandiscomposed 
ofseveralcomponents.Thehigher-levelcriteriaofseveralsystemsareaggregatedtoassessthoseof 
theTerritory.Territoryisaportionofgeographicalspacethatcoincideswiththespatialextension 
ofagovernment’sjurisdiction(Gottmann,1975).Aterritorycanhostseveralsystems.Therelations 
betweensystemsmightbefunctionalornon-functional.Functionalrelationsallowthecirculation 
offlows.Non-functionalrelationsrefertoinfluencerelationsdescribedin(Kamissoko,2013).A



criterionisacharacteristicofacomponentdefinedbyavalueandaunit.CriteriaandSystemsare
composable.Anevolutionfunctiondefinestheevolutionofacriterion,i.e.,thechangeinvalueover
time.Theaggregationfunction,asitsnamesuggests,aggregatesthevaluesofatleasttwocriteria.
Theinfluencefunctiondetermineshowagivencriterion/systemchangesanotheroneunderspecified
conditions.NotethatfearedeventsandflowsarealsoinstancesoftheconceptSystem.

Thefunctionalityevaluationmodeldefinesmultipleaspectsofasystem(contextual,physical,
functionalorbehavioral)intooneviewpoint.Thisisaproblemwhenconsideringlargescalecomplex
systems(i.e.,duetoaconsiderablenumberofcomponentsandsubcomponents,complex,unpredictable
andemergentbehavior).Managingcomplexsystemdesignisindeedtheunderlyingprincipleofthe
MBSE.Forthis,theISO/IEC15288standard(ISO/IEC15288,2008)proposessixviewpoints:System,
Requirements,Functional,Logical,PhysicalandOrganicviewpoint.Themanagementoftheseviews
isprovidedthroughmodelinglanguages,suchasforexample,thePhysicalBlockDiagram(Long,
2007)forthedesignofaphysicalviewortheFunctionalFlowBlockDiagramforthedesignofa
functionalview(Nastovetal.,2015).

ThegoalofthispaperistoresolvethescalabilityproblemoftheKamissokoetal.(2018)model
(Kamissokoetal.,2018)detailedabove,byintroducinganewmulti-viewpointrepresentation.Indeed,
complexitycanbemanagedbyseparatingthedesignofsystemsacrossmultipleviewpoints.Each
view isdesigned forspecificobjectivesof the initialmethodology(Kamissokoetal.,2018)and
followstheMBSEprinciplesasintroducedin(ISO/IEC15288,2008).Theseobjectivesaretranslated
asmeanstodefine:(1)theterritorywithitsconstraintsandcriticalinfrastructures(systems),(2)
thedependenciesandinterconnectionsbetweensystems(3)thephysicalandorganicarchitectureof
systems,(4)thefunctionalandlogicalarchitectureofsystems,(5)thecriteriaofcomponents,systems
andtheterritory,and(6)theevolutionofcriteriaovertime,criteriainfluenceandcriteriaaggregation.

Table1synthesizetheviewsofthenewmulti-viewpointmodelingapproach.Eachviewseparately
discussedhereafter.

TheMBSEsystemviewprovidesthemeanstomodelasystemwithseveralmacrocharacteristics:
requestedservices(i.e.,servicesthatareneededsothatthesystemcanassureitsmission),provided
services(i.e.,asaresultofthefunctioning),physicalinterfacesandlinks,andthefrontiersystems.
Therelationshipwithfrontiersystemsdefinestheenvironmentseenfromtheperspectiveofagiven
system.Theinitialmethodologyhighlightstheneedformodelingaterritory(i.e.,anenvironment)
asawhole(inoppositiontoafocusedviewfromtheperspectiveofagivensystem).Furthermore,a
territoryisasetofinterconnectedsystemsamongwhichmultiplesystemsareinthecenterofinterest
forthestudyandotherarepurelyforinformativereasonsconsideredasfrontiersystems.Thisis

Table 1. The new multi-viewpoint modeling approach for resilience assessment

View Objectives

Territory Defines territories (their characteristics and constraints) and the hosted critical infrastructures 
(Objective 1)

Systems Defines interdependencies between systems (Objective 2)

Physical Defines the physical architecture of a system (Objective 3)

Organic Defines the organic architecture of a system (Objective 3)

Functional Defines the functional architecture of a system (Objective 4)

Logical Defines the logical architecture of a system(Objective 4)

Criteria Description Defines criteria of components, systems or territories, criteria influence and criteria 
aggregation (Objective 5)

Criteria Evolution Defines criteria evolution and influence over time (Objective 6)



illustratedintheconceptualmodel(seeFigure1)withthe“host-isHosted”relationshipbetweenthe 
conceptsTerritoryandSystem.Forthispurpose,anewdiagramnamed“TerritoryDiagram”isdefined
 basedontheconceptualmodelofFigure1.TheTerritoryDiagramisusedtodesignterritoriesand 
systemsthatarehostedindifferentterritories(seetheleftsideofFigure2).

Forillustrativepurposes,asimplecasestudyisproposed,composedoftwoterritories(B13and 
B33),andfourinterconnectedsystems(themotorwayandsignalizationsystemsB13-B33,thecoal 
powerplantCPP2andthecoalmineCM15).TheB13TerritoryhoststheCPP2coalpowerplant, 
theB33territoryhoststheCM15coalmine,andbothterritoriesjointlyhosttheB13-B33motorway 
andsignalizationsystems.Formoreindicativerepresentation,asecondversionofthesamediagram 
isproposedbasedonasimplifiedgeographicinformationsystem(GIS)asshownbytherightside 
ofFigure2.

Theinterconnectednatureofsystemsisdefinedthrough“requiredandprovided”servicesand 
flows(relationship“relatedTo-relatedFrom”intheconceptualmodelofFigure1).Forthedesign 
and representation of interconnections and interdependencies between systems, a new diagram 
named“SystemInterconnectionsDiagram”(seeFigure3)isdefinedbasedontheconceptualmodel 
ofFigure1.

The interconnectionsand interdependenciesare illustrated in thecase studyas follows.The
excavatedcoalfromtheCM15mineistransportedbytracksthroughtheCM15motorwayintothe
CPP2coalpowerplant.CPP2usesthecoaltoproduceelectricity.TheB13-C33motorwaysignalization
systemuse theproducedelectricityfromCPP2toreassure itsperformanceandthesafetyof the
motorwayB13-C33.Forillustrativepurposes,itisconsideredthatthecoalresupplyofCPP2depends
onthefunctioningandsafetyofthemotorwayB13-C33.NotethattheCM15coalmineisafrontier
system(coloredingreen).Thecriteria(e.g.,transportedcoal,producedelectricity,roadsafety,etc.)
isdiscussedinthesecondpartofthissection.

TheMBSEphysicalandorganicviewsareusedformodelingeachsystemindividuallyasaset
ofcomponentsandsubcomponents.Theseviewpointsallowthedesignofaphysicalarchitectureofa

Figure 1. The functionality evaluation conceptual model introduced in (Kamissoko et al., 2018).



system,i.e.,thearrangementofcomponentstoprovideadesignsolutionforasystemandtheorganic
architecture,i.e.,theconfigurationofcomponentsrepresentingthefinalproductputinanoperational
context.Theadaptationofbothphysical andorganicviews ispossiblewithout creating specific
diagrams.Indeed,bothphysicalandorganicviewsconformtoandarealignedwiththeobjectives
oftheinitialmethodology.Theyprovideamorein-depthrepresentationofsystemsandcomponents
thaninitiallyintroducedin(Kamissokoetal.,2018).Inthissense,thephysicalandorganicviews
areconsideredasanimprovementtotheinitialmethodology.Existingmodelinglanguagescanbe
usedforthedesignandrepresentationofphysicalandorganicviews.TheUMLComponentDiagram
(OMG,2011)ishere-proposedasatechnicalsolution.OthermodelinglanguagessuchasthePhysical
BlockDiagram(Long,2007)ortheSysML’StructureDiagrams(OMG,2015)canalsobeused.

Figure4showsthephysicalviewsoftheCPP2coalpowerplant.Forthesakeofsimplicityand
duetolackofspace,onlyonephysicalviewisshownhere.Thisviewdefinesthecomponents(i.e.,
Furnace,Boiler,SteamTurbine,GeneratorandTransformer)andtherequired/providesservices
andflowsofeachcomponent(e.g.,asteamturbinecomponentrequiresahigh-pressuresteamto
produceamechanicalenergy).

Figure 3. An example of a model created by using the Systems Interconnections Diagram

Figure 2. An example of a model created by using the Territory Diagram



Theorganicviewdefinestheconfigurationofcomponents.Figure5showstheorganicviews
oftheCPP2coalpowerplant.Forthesakeofsimplicityandduetolackofspace,onlyoneorganic
viewisshownhere.TheCPP2coilpowerplanthastwocorescomposedoftwosteamturbines(i.e.,
ST1andST2),suchthat,eachonehasadedicatedboiler(e.g.,B1andB2)forsteamproduction
andproducesmechanicalenergyforaseparategenerator(i.e.,G1andG2).Notethat,thephysical
andorganicarchitecturesaredecomposable.Thisisusefulforcomplexitymanagement(e.g.,when
consideringcomplexsystemswithnumerouscomponents).Forinstance, theFurnacecomponent
(seeFigure4)canbedecomposedseparatelyinanewdedicateddiagram.

TheMBSEfunctionalviewdefinesthefunctionalarchitectureofasystem.Itisusedtodefine
howasystemachieveitsmissionbytransforminginputflowsintooutputflows,i.e.,howdofunctions
aredynamicallyarranged,theirexecutionsequencingandhowconditionsforcontrolordata-flow
aretakenintoconsiderationtosatisfytherequirementsbaseline.Notethat,afunctionalarchitecture
isdesignedconsideringthephysicallimitsofanenvironmentorasystem.Theadaptationofthe
MBSEfunctionalviews isalsopossiblewithoutcreatingspecificdiagrams. Indeed,a functional
viewiscomplementarytotheobjectivesoftheKamissokoetal.methodology.Afunctionalview
canprovideanimprovedunderstandingofthefunctioningofsystemsandisthereforeconsidered
as an improvement to the initialmethodology.Existingmodeling languagescanbeused for the
designandrepresentationofafunctionalview.TheBusinessProcessModelandNotation(BPMN)
(Aguilar-Saven,2004)ishere-proposedasatechnicalsolution.Othermodelinglanguagessuchas
theFunctionalFlowBlockDiagram(Nastovetal.,2015)canalsobeused.

Figure6showsthefunctionalarchitectureofacoalpowerplant.Forthesakeofsimplicity,the
functionalarchitecturesoftheothersystemsarenotshowninthisarticle.Thefurnace,boiler,steam
turbine,generatorandtransformer,operateinparallel(i.e.,controlflow)byconsumingandproducing
resourcessuchaswater,steam,mechanicalenergyorelectricalenergy(i.e.,data-flow).Thisexample
conformstothephysicallimitsdefinedintheterritory,systemandphysicalviews(seeFigure2,5,
6and7).Functionaldecompositionisalsopossible.

TheMBSElogicalviewpointdefinesthelogicalarchitectureofasystembyhighlightingvariations
ofarrangementsoffunctionsandsub-functionsfromafunctionalarchitecture,andtheirinternaland
externalinterfaces(ISO/IEC15288,2008).Alogicalarchitectureshowshowfunctionsarelogically
associated,forinstance,byregroupingtheirinputandoutputflowstooptimizetheirfutureallocation
tophysicalcomponents.Similarly,theadaptationoftheMBSElogicalviewisalsopossiblewithout
creatingspecificdiagramsbecausethelogicalviewiscomplementarytotheobjectivesoftheinitial
methodology.Alogicalviewprovidesanimprovedunderstandingofthearrangementsoffunctions
andsub-functionsandisthereforeconsideredasanimprovementtotheinitialmethodology.Existing
modelinglanguagescanbeusedforthedesignandrepresentationofalogicalview.TheBusiness
ProcessModelandNotation(BPMN)(Aguilar-Saven,2004)ishere-proposedasatechnicalsolution.

Figure 4. An example of a Physical view of a coal power plant



OthermodelinglanguagessuchastheFunctionalFlowBlockDiagram(Nastovetal.,2015)canalso
beused.

Figure7showsthelogicalarchitectureoftheCPP2coalpowerplantconformingtothefunctional
architectureillustratedinFigure6andtheorganicarchitectureshowninFigure5.Forthesakeof
simplicity, the logical architectureof theother systems isnot shown in thisarticle.Theorganic
architectureillustratedinFigure5definesatwo-coreredundantcoalpowerplant.Consequently,the
logicalarchitecturedefinesthefunctionsofbothcores.

Figure 5. An example of an Organic view of a coal power plant

Figure 6. An example of a Functional view of a coal power plant



Assessing Resilience of Interconnected Systems
Thispartofthesectionrevisitstheresilienceassessmentrulesandcriteriadesign,evolutionand
influence,initiallyintroducedin(Kamissokoetal.,2018).Thegoalistodefinenewviewsforan
improvedandeaseddesignofcriteria,criteriaevolution, influenceandaggregation.Thecreated
modelsmustconformtotheinitialassessmentrulessuchthatitcanbeuseddirectlyasaninputinthe
processofcontinuousresilienceassessment.Notethat,withinthecontextoftheinitialmethodology,
theresilienceassessmentandcriteriadesign,influenceandaggregationaretightlycoupledandmust
behere-consideredassuch.

Accordingto(Kamissokoetal.,2018),acriterionisacharacteristicofacomponentdefinedby
avalueandaunit.Toconsideruncertainty,innormalfunctioning,acriterionvalueiscomprised
betweenaminimal( fmin

n )andamaximal( fmax
n )value.Thevalueofacriterionmustnotbeoutside

thelimits fmin and fmax .CriteriaandSystemsarecomposable.Anevolutionfunctiondefinesthe

Figure 7. An example of a Logical view of the CPP2 coal power plant



evolutionofacriterion,i.e.,thechangeinvalueovertime.Theaggregationfunction,asitsname
suggests,aggregatesthevaluesofatleasttwocriteria.Theinfluencefunctiondetermineshowagiven
criterion/system changes another one under specified conditions. The criteria, influences and
aggregationsaredefinedmathematicallyformingthefunctionalityevaluationmodelusingtheObeo
Designerplatform(https://www.obeodesigner.com).ThismodelisfurthertransformedintotheGAMA
simulationplatform(https://gama-platform.github.io/)foracontinuousresilienceassessment.The
resilienceassessmentapproachisbasedontenrulesillustratedinTable2.

TheCriteriaDescriptionViewishere-proposedforthedesignofcriteria,(i.e., todefinethe
characteristicsofacomponent,systemoraterritory),criteriainfluenceandaggregationassuggested
above.TheCriteriaDiagramrepresentscriteriaatthreedifferentgranularitylevels:(1)component
level, (2) system level and (3) territory level. A criteria influence is defined either at the same
granularitylevel(i.e.,inner-leveldependencies)orbetweenlevels(i.e.,intra-leveldependencies).In
addition,aninfluencecanconcerntheowningcomponent,systemorterritory(i.e.,inner-component,
inner-systemor inner-territorydependencies)orothercomponent,systemor territory(i.e., intra-
component,intra-systemorintra-territoryinfluences).Forexample,atthebottomsideofFigure8,
twocriteriaaredefinedfortheF1furnacecomponent:CoalandWater,andtwoinfluences:C2W
andC2AC.TheWatercriterionrepresentsthetemperatureofthewaterintheFurnace,andtheCoal
representsthequantityofcoalavailabletoproducethermalenergyforwaterheating.TheC2Wisan
inner-levelandinner-componentinfluencerepresentingathermalexchangebetweenthecoalinthe
furnaceandthewaterinthefurnace’swaterpipes.TheC2ACisintra-levelandinner-systeminfluence
representthecoalsupplyfunctionfromthecoalstocktothefurnace.Inadditiontoinfluence,criteria
canbeaggregatedatahigherlevel.Forexample,theProducedElectricitycriterion(seetopright

Table 2. Synthesis of the Kamissoko et al., (2018) rules for resilience assessment based on a functionality evaluation model 
(Kamissoko et al., 2018).

# Rule definition

1 “SeveralelementaryindependentcriteriathatcharacterizeasystemcanbeusedtodefineaFunctionalityEvaluationModelasaparameterto
assessaparticularaspectoftheresilienceofthissystem.”

2 “AFunctionalityEvaluationModelmustconsidertheobjectivesandconstraintsoftheTerritory.”

3 “Thevalueoftheassessedresilienceisbetween0(notresilientatall)and1(fullyresilient).”

4 “Thevalueofassessedresilienceofasystemdependsonthevalueofeachcriterionaggregatedintothemodel.”

5 “BasedontheFunctionalityEvaluationModel,thevalueofagivencriterionmustnotbegreaterthancertainvalues.”

6 “BasedontheFunctionalityEvaluationModel,thevalueofagivencriterionmustbebetweencertainvalues.”

7 Thereisadecreaseinthevalueofassessedresilienceduetothevalueofthecriteriadroppingoutofthelimits fmin
n and fmax

n .

8
BasedonaFunctionalityEvaluationModel,thecloserthevalueofcriteriaistothelimit fmax or fmin thelowerthevalueofassessed
resilienceis.

9

BasedonaFunctionalityEvaluationModel,ifthevalueofacriterionisbetween fmin and fmin
n or fmax and fmax

n (thissituationisdenotedas
“thesystemstaysinabadfunctioningperiod”)formorethanagivenperiod,thenthevalueofassessedresiliencedecreases.

10 Themoreoftenthevalueofacriteriongoesoutsideof fmin
n

and fmax
n

,thelowerthevalueoftheassessedresilienceis.



sideinFigure8)oftheCPP2coalpowerplantcanbeconsideredasanaggregationofaProduced
TransportableElectricitycriterionoftheTransformer1andoftheTransformer2(seetheorganic
architectureinFigure5).Inthiscase,anadditioncanbeconsideredasanaggregationfunction.Note
thatforthesakeofsimplicitythisisnotillustratedinFigure8.Thecriteriainfluenceandaggregation
aredefinedintheconceptualmodelillustratedinFigure1.

TheCriteriaDescriptionviewaloneisnotenoughforacompletespecificationofafunctionality
evaluationmodelthatcanbeusedforresilienceassessment.Thecriteriadescriptionviewdefines
astaticrepresentationofcriteria(i.e.,identifiescriteria,influencesandaggregation)thatmustbe
completedbyadynamicrepresentation(i.e.,howcriteriaevolvesorinfluenceothercriteriaover
time).ThelatterispossiblebyusingtheCriteriaEvolutionview.Thegoalofthisviewistodefine
evolutionofcriteriaovertime,theinfluenceofcriteriaovertimeandtheaggregationovertime.For
thispurpose,theCriteriaEvolutionDiagramisproposed.Notethattheevolutionfunctionsofthe
initialmethod(Kamissokoetal.,2018)aretransformedintoafinitestatemachine(FSM)usedby
theGAMAplatformforsimulation.Forthisreasonandalsotoeasethetransformationprocess,the
CriteriaEvolutionDiagramisbasedonaFSM.Existingmodelinglanguagescanbeusedforthe
designandrepresentationofthisview.TheUMLStateMachine(OMG,2011)ishere-proposedasa
technicalsolution.OthertechnicalsolutionsupportingtheFSMarealsopossible.

Figure9showsthecriteriaevolutiondiagramoftheF1FurnaceCoalandWatercriteriaillustrated
inthebottomsideofFigure8.ThediagramillustratestheevolutionfunctionsoftheF1Furnace
CoalandWatercriteriaandtheinfluencefunctionsC2W(thermalreaction)andC2AC(supplying).
Thediagramreadsasfollows.Whenthefurnaceis inanIdlestate, thetemperatureofthewater
decreasesuntilreachingacertainvalue(nothermalreaction).Whenathermalreactionisproduced,
aquantityofcoalisconsumedeachinstantandthetemperatureofthewaterincreasesconsequently.
Whensupplying,thequantityofcoalinthefurnaceincreases(notethatthequantityofcoalinstock
decreases,butforsimplicitythisisnotshown)andthewatertemperaturedecreases.

Figure 8. An example of the Criteria Description views at a territory level (top left), a system level (top right) and a component level



The continous resilience assessment method based on the rules illustrated in Table 2 is
implementedintheGAMAplatformby(Kamissokoetal.,2018).Theresultingalgorithmneedsan
inputmodelasabaseonwhichtherulesareinterpretedtodeterminetheresilience.First,therules
areusedtoassessresiliencefactorsofcriteria.Second,thecriteriaresiliencefactorsareaggregated
toassessresiliencefactorsofsystems.Finally,thesystemsresiliencefactorsareaggregatedtoassess
theresilienceofterritories.Theprocessisrepeatedeverysimulationinstanttohaveacontinuous
variationofdifferentresiliencefactors.Theinputmodelin(Kamissokoetal.,2018)isobtainedby
generatingaGAMLcodebasedonthefunctionalityevaluationmodel.

Withinthecontextofthiswork,anewcodegenerationwasdevelopedthatbasedonalldiscussed
diagrams,generatesaninputmodelusableintheGAMAplatformforresilienceassessment.For
example,thetopleftsideofFigure10illustratestheevolutionofthewatertemperature(criterion
waterinFigure8)andthetoprightsideillustratestheresiliencefactorrelatedtowatertemperature
andthe5thresilienceruledefinedinTable2(i.e.,inthevalueofagivencriterionmustnotbegreater
thancertainvalues).Notethat,theresiliencefactorhasreachedazerovalueattheinstant10because
thewatertemperaturehasexceededtheauthorizedvalue.ThebottomleftsideofFigure10illustrates
theevolutionofavailablecoalintheCPP2coalstock(criterionavailablecoalinFigure8)andthe
bottomrightsideillustratestheresiliencefactorrelatedtoavailablecoalandthe7thresiliencerule
definedinTable2(i.e.,thereisadecreaseinthevalueofassessedresilienceduetothevalueofthe
criteriadroppingoutofthelimits fmin

n and fmax
n .Notethat,theresiliencefactorhasdecreasedwhen

theavailablecoalinthestockhasdroppedoutofthenominallimit fmin
n .

4. CoNCLUSIoN

The well-being of modern society relies on various interconnected and interdependent critical
infrastructures,suchashealthcare,energy,transport,manufacturingorfinancial.Thefunctioningof
criticalinfrastructuresmustbemaintainedatasatisfactorylevelevenunderthreatsanddisruptive
events.Thisarticlefocusesonimprovingresilienceofinterconnectedcriticalinfrastructurestoreassure
the continuous functioning or to mitigate negative effects and assure recovery after disruptions.
Forthis,animproveddecisionsupportmethodforresilienceassessmentbasedonmulti-viewpoint
modelingandfunctionalanalysisofinterconnectedsystemsisproposed.Theapproachcomesasa
resulttorevisitingtheKamissokoetal.(2018)methodologyforContinuousandmultidimensional
assessmentofresiliencebasedonfunctionalityanalysisforinterconnectedsystems(Kamissokoet
al.,2018).Theadvantagesoftheinitialmethodologyisintheassessmentprocessandthesimplicity

Figure 9. An example of a Criteria Evolution view illustrating the evolution function of the Criterion Coal, the influence function 
C2W (thermal reaction) and the influence function C2AC (supplying)



andadaptabilityofthecriteriamatrix.Thelimit,however,isinthemodelingofsystems.Indeed,
severalcoreconceptsrelatedtothemodelingofcomplexsystemsareoverlooked(e.g.,physicaland
contextual,functionalandlogicalmodeling,etc.)causingscalabilityproblems.Therevisitedversion
ofthemethodaddressestheabove-quotedproblembyadaptingprinciplesoftheModel-BasedSystems
Engineeringformulti-viewpointmodeling.

ThemainlimitationoftheapproachisinthetransformationprocesstotheGAMAplatform.
Transformationsleadtoinformationlossesthatareofbothstructural(thestructureofthesource
andtargetmodelsaredifferent)andrepresentational(thegraphicaldiagramsareunavailableinthe
targetspace)nature.Furthermore,usersmustmanuallyidentifysystems,componentsandcriteria
inthetargetspacetorelatedthemwiththoseoftheinitialspace(i.e.,abidirectionalmechanismis
currentlymissing).

The first perspective of this study concerns Big-data and the way to exploit incoming data
continuouslyfromheterogeneous,variousandnon-dedicateddatasources.Thesecondperspective
concernsabidirectionalmechanismsbetweenthemodelingandsimulationplatformsallowingan
improvedandeasedtransition.
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